(Council Name) Council Wireless Network Access Security Policy

Overview
Information is one of (Council Name) Council’s most valuable assets, and each employee is responsible for helping to protect the privacy and integrity of member information and sensitive business information.  The following requirements are designed to minimize the potential exposure to the BSA from the loss of sensitive or company confidential data, compromising of intellectual property, or damage to public image, which may result from unauthorized access and use of (Council Name) Council’s data or systems. 

Policy
All employees and other authorized personnel, including external business partners, are expected to secure BSA member and corporate information and to protect the integrity, confidentiality, and availability of this information.  Information security guidelines, procedures, and standards must be followed with regard to the use of BSA-owned and leased equipment, computer systems, and networks.  The BSA provides computer and network resources for authorized use only.  It is the policy of the Boy Scouts of America (Council Name) Council to adhere to the following technological internal control requirements. 

Control
Requirements 
Wireless Security:  No one is authorized to connect unsecured "open" wireless access points to the council's local area networks. 

Wireless users will be authenticated before access is granted to the local network through one of the following methods.  The specific method will be determined by the council. 
· Authenticate against ScoutNET user IDs and passwords via IEEE 802. Ix /Protected EAP / MS-CHAPv2 using RADIUS.  This service is provided through Microsoft Internet Authentication Service running on national office domain controllers and, therefore, is accessible through ScoutNET connections. 

· Use our own authentication servers. 

· Use PSK (Pre-Shared Key) authentication.  However, the pass phrase must be changed whenever an individual with access is no longer authorized to use the network or when a device configured to use the network is lost or compromised. 
Council personnel will use, at a minimum, 128-bit encryption, but preferably the highest level of encryption supported by their equipment. 

Audits
The Information Systems Division at the national office will occasionally scan the ScoutNET network for "rogue" access points and will make the fmdings available to the Scout executive for follow-up action. 

